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“It’s difficult to measure how well an organization is responding. Not 
only has the volume of attacks increased, but also the complexity and 

the sophistication of the attacks. It’s an ever-moving target.”

Brian Henesbaugh, Partner, Baker McKenzie
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Probability of having more than $1 million in losses
Across all firms, cybersecurity beginners have a higher 
probability of suffering a successful cyber-attack that 
results in more than $1 million in losses—about 21%, 
while that for cybersecurity leaders the average is 16%. 

Our analysis shows that the likelihood of a loss event  
generally rises for most companies as they digitally 
transform their businesses.  That is why it is crucial for 
companies to ensure cybersecurity maturity keeps pace 
with digital transformation. 

One case in point: Cybersecurity beginners have a 23% 
chance of having more than $1 million in losses when they 
are in the early stages of digital transformation. But if they 
do not improve cybersecurity in line with digital 
transformation, then the likelihood rises to 27%. 

The Cybersecurity Imperative

Probability of having more than $1 million in losses from a cyberattack next year. 
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According to our survey, across all levels of 
cybersecurity maturity, financial services, insurance, 
and technology firms have the highest chance of 
suffering a successful cyber attack. The chances are 
particularly high for cybersecurity beginners in 
consumer markets and insurance. 

Energy firms and utilities have the lowest probability, 
particularly for cybersecurity leaders, which average 
just over a 10% probability, versus an average of 16% 
for more cybersecurity leaders across industries
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Chance of attacks by industry and cybersecurity maturity

The Cybersecurity Imperative

Probability of having more than $1 million in losses from a cyberattack next year. 

Some industries are more vulnerable than others
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While firms believe that the probability of a successful attack 
decreases as they move up the cybersecurity maturity curve, our 
analysis shows a different story. Firms just starting their 
cybersecurity journey, regardless of sector, report fewer 
successful attacks per year than companies that are further along 
the cybersecurity maturity curve.  Beginners also report fewer 
customer records lost or stolen than more mature companies do. 
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Number of incidents by industry and maturity

The Cybersecurity Imperative

Over the last fiscal year, on average, how long was it between cybersecurity incidents?

Please provide us with information on the following cybersecurity performance metrics 
used for external, customer-facing activities.

Probabilities do not necessarily match experience
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Digital transformation or poor detection? 
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“My message for companies that think they haven’t been 
attacked is ‘You’re not looking hard enough.”      
James Snook, Deputy Director, UK Cybersecurity and 
Information Assurance 

One reason for the seemingly anomalous results—a higher rate of successful attacks on more cybersecurity-mature companies--is that cybersecurity 
leaders are generally more advanced in digital transformation. This exposes them to greater risks, particularly if digital transformation outpaces their 
cybersecurity measures. 

But the most likely explanation is that cybersecurity beginners may be under-reporting their numbers on attacks. Only a tiny percentage of beginners 
have made significant progress in setting up effective detection systems: for example, only 1% have made progress in continuous security monitoring, 
while 40% of intermediates and 79% of leaders have done so.  As a result, they may simply be unaware that they have been hacked.

The Cybersecurity Imperative

“Security is not typically the priority for teams digitally 
transforming businesses and products. They end up creating 
products with many risks, then bring in security at the last 
moment, when it is too late to adequately fix them.” 
Chintan Jain, Security Mantra

What progress have you made in each of the following activities to DETECT cybersecurity risks? (Top two stages)

0% 20% 40% 60% 80% 100%

Continuous security monitoring: Monitoring
information system and assets to identify

cybersecurity events and verify the effictiveness…

Detection processes: Maintain and test detection
processes and procedures to ensure awareness of

anomalous events

Predictive analytics : forecast future cyberattacks
by analyzing high volumes of data using AI and

other advanced technologies

Anomalies and events : Detect anomalous activity,
understand the potential impact of events.

Beginners Intermediates Leaders



How the costs of cyber-attacks break down 
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Cyber-attacks are expensive for companies in both direct 
and indirect ways. The two largest costs resulting from 
cyber attacks are direct financial losses and expenses, 
such as theft and compensation of victims, and fines and 
legal penalties.  

Firms are more likely to measure the costs that involve 
actual dollars, such as the direct financial costs, 
replacement costs or fines and legal costs. Nearly all 
survey respondents measure these costs. 

On the other hand, 11% of firms do not measure 
productivity loss, 20% do not measure opportunity costs, 
and 21% do not measure reputational costs, all of which 
could prove more expensive in the long run. 
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How did each of the following types of cyber incident losses impact your business over the last fiscal year? 
(Showing high or very high impact)

Costs of cyber-attacks with the highest impact



Cybersecurity beginners face the largest impacts

8

Cybersecurity beginners see a larger cost from 
cyber attacks than companies further along the 
curve—just under .04% (about $4 million for a 
company with $10 billion in revenue), while 
costs average just over .01% of revenue for 
more cyber-mature companies. 

There are large difference across industries: life 
science and technology companies report 
higher costs—around .05% of revenue for 
beginners--than energy and insurance firms.

Across all industries, the cost 
of cyber attacks are highest 
at the outset

Cybersecurity cost impacts as a percent of revenue by industry 
and maturity
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Over the last fiscal year, what was your total cost for cyber loss events based on 
those factors that you measure? 
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