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Cybersecurity in a New Normal World
A year of social distancing has given CISOs a glimpse into cybersecurity challenges
in the next industrial era.

The New CISO Agenda

Everything
goes digital
From digital
experiences to ecommerce, digital
transformation
creates new
vulnerabilities and
demands for
greater security
and privacy

Work becomes
riskier
Remote, flexible
working becomes the
new normal, with
unprotected devices
and connections
multiplying insider
threats

Ecosystems
allow more
ways in
As businesses
morph into
ecosystems, thirdparty risks
skyrocket,
requiring cyber
approaches that
both protect
against and draw
on ecosystems

New tech
amplify
threats
AI, IoT, cloud,
blockchain, and
5G provide more
opportunities for
criminals to
exploit a
hyperconnected
world and use
smarter, more
advanced tools

Cyber
becomes the
next pandemic
Cybercrime
becomes highly
institutionalized;
cybercriminals
become more
effective; and
cyberwarfare
becomes an everpresent
geopolitical threat

Cybersecurity approaches used during the pandemic will become the norm—from
using metrics and monitoring remote risks, to building employee awareness and
organizational resilience, to improving supply chain vigilance.
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Business and government now face the perfect cyber storm
Since COVID-19, the
cyber world has
become a much riskier
place, making the
public and private
sectors far more
exposed to widescale
cyberattacks.
There are three
intersecting trends that
have created a perfect
cyber storm for
businesses and
customers and for
government and
citizens. Navigating
successfully through
this storm will be
critical in the postpandemic period.
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COVID-19 has propelled
business into a digitalfirst world, creating
greater cyber
vulnerabilities

Cyberattacks soared 300% during
the pandemic and remote working
led to breaches in 20% of firms.
With the public and private sectors
speeding up digital innovation and
people shopping and working
more from home, a cyber
pandemic looms.

Cybercriminals are
smarter and more
proactive in exploiting
employee mistakes,
supply chains, and
other weak links

Cybercrime generates $2.2 trillion
in returns—if it were a nation, it
would be in the G10. Cybercrime
enterprises are organized as large
businesses, with CEOs, R&D, and
call centers. Cyberattacks from
nation states also are increasing at
an alarming pace.

Yet the public and
private sectors are
falling behind due to
insufficient
cybersecurity talent,
training, and
investment

Not only are firms losing the cyber
arms race, but their staffs are not
ready for battle. IBM finds that
human error is a major factor in
95% of breaches. Worse, the CISO
shortage has reached new heights:
Ponemon Institute reports 3m
unfilled global cybersecurity jobs.
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High profile cyberattacks make data security a boardroom and government concern
Major cyberattacks are increasing,
crippling business and government,
and triggering ripple effects across
supply chains and ecosystems.
Cybersecurity is no longer just an IT
issue: it is a strategic imperative for
corporate boards and government
officials.
Unfortunately, the public and private
sectors are not ready for the growing
cyber storm. For example, 60% of
cities are not well prepared,
according to a recent ThoughtLab
study of 167 cities.
This program will help CISOs provide
the board with timely data to
benchmark cybersecurity
approaches against peers. It will also
supply CISOs with the quantitative
insights needed to take a more
effective, analytically driven
approach to cybersecurity.

ThoughtLab

Colonial Pipeline
DarkSide’s ransomware
attack on the 5,500mile fuel pipeline
causes massive fuel
shortages, gas lines,
and price increases

CNA
Pays $40
million to
hackers to
.
regain
network
control after
ransomware
attack

Volkswagen and Audi
Personal data on three million customers
are stolen

Florida Water System

Attacker uses remote
access to change the level
of lye in water to poison
the water supply in
Oldsmar, Florida

JBS
The world’s largest meat
processing firm is forced
to shut down facilities in
the US, Canada, and
Australia because of a
ransom attack

SolarWinds
Over 18,000 customers are compromised by a hack, including Fortune
500 firms, such as Microsoft, Cisco, and Deloitte, and major government
agencies, such Homeland Security and the Treasury

Fujitsu

Hackers steal
data files
belonging to
various Japanese
government
entities

Sina Weibo
Hackers steal
personal data
from 172 million
users of China’s
social media
giant—and post
it for sale on the
dark web
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Research objectives and key questions
To provide CISOs with the quantitative analysis they need to weather the brewing cyber storm, ThoughtLab will survey
1,000 organizations to explore how they are preparing for escalating cyberattacks, including their investment plans, best
practices, and performance metrics.
Key questions
ü How will private and public organizations increase their investments in people, process, and technology to
ensure the highest level of detection, protection, response, and resilience in a digital-first world? What are the
latest best practices around identity management?
ü What steps will they take to ensure they have the right talent, skills, and cyber awareness across their
enterprises, including their organizational approaches and use of cyber training, behavioral assessment, and
outsourced resources?
ü How will they protect against risks from complex supply chains in industrial ecosystems, digital linkages with
customers through connected products and services, and interactions through platform business models?
ü How are firms using the cloud to better protect against cyber attacks? How can firms ensure that identify and
mitigate risks as they expand their cloud usage and draw on multi-cloud configurations
ü What advanced quantitative methods are CISOs using to measure their risks and vulnerabilities, as well as the
effectiveness of their cybersecurity programs? What performance targets and ROI are they achieving? What
lessons can be learned from cyber-insurers?
ü How do cybersecurity strategies and practices, including investment, organizational, and performance metrics,
vary by industry, region, and size of organization? What are the best ways to track and benchmark performance?
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Cybersecurity benchmarking database and index
As part of the research program, ThoughtLab will build a one-of-a-kind database that will enable organizations to benchmark their cybersecurity investments,
practices, progress, and performance against peers. To facilitate benchmarking, this comprehensive database will include a wide range of hard-to-find cybersecurity
metrics across industries, countries, and organizations of differing size.

Industries

Metrics

Countries

Investment in key areas of people, process, technology,
and insurance

Financial services

Australia

Practices/progress on detection, protection, response,
recovery, and resilience, and NIST/ISO framework

Technology

Brazil

Telecoms

Canada

Key indicators across a broad range of cybersecurity
performance metrics and ROI measurements

Healthcare payers and providers

China/Hong Kong

Life sciences and pharmaceuticals

France

Number of internal and outsourced staff, skills,
reporting lines, roles, and responsibilities

Consumer goods manufacturers

Germany

Direct and indirect costs from breaches, fines, legal
fees, and customer and opportunity losses

Retail

India

Industrial manufacturing

Japan

Defense

Mexico

Automotive

Switzerland

Energy and utilities

UK

Public sector and cities

US

Direct and indirect benefits, from revenue growth and
shareholder value to customer trust and retention
ROI on cybersecurity investments, correlated to best
practices; leader/laggard analysis

ThoughtLab
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Our mixed methods research approach
Insight from an
advisory board
of business,
government, and
academic leaders
and cybersecurity
experts

1

that shows the impact
of cybersecurity
investments and best
practices

across a range of
industries, countries,
levels of digital
adoption, and sizes

2
Cybersecurity data
from trusted sources
including from business,
government, and
academic research

ThoughtLab

Economic
modeling and costbenefit analysis

Benchmarking
survey of 1,000
organizations

3

4
In-depth interviews
with top executives
from 15-20 leading
companies in a cross-section
of industries to explore how
they are improving their
cybersecurity practices in a
digital-first world

5

6
Leader-laggard
analysis that identifies
the investment plans,
practices, and returns of
cybersecurity leaders vs.
those in earlier maturity
stages

Cybersecurity Solutions for a Riskier Digital World
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Sponsors

ThoughtLab
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Program sponsors and advisory board members
Name

Title

Organization

Wayne Dorris

Business Development Manager- Cybersecurity

Axis Communications

Madeline Robson

Content and Communications Specialist

Axis Communications

Fredrik Larsson

Expert Security Architect

Axis Communications

Per Bjorkdahl

Director, Sustainable Sales Engagements

Axis Communications

Matt Feenan

Team Lead, Products and Solutions Marketing

Axis Communications

Paul Sussman

Vice President, Cybersecurity Strategy Consulting

Booz Allen

Mark Taylor

Head of Commercial Strategic Alliances and Partnerships

Booz Allen

Rebecca Bole

Head of Industry Engagement

Cyber Cube

James Owen

Partner, Global Head of Cyber Security

Claroty

Ginny Hamilton

Managing Editor, Thought Leadership

Elastic

Riva Froymovich

Senior Director, Thought Leadership

Elastic

Alim Somani

Managing Director

Hatch Digital

Joanna Huisman

Senior Vice President, Strategic Insights & Research

KnowBe4

Augusto Barros

Vice President and Cyber Security Evangelist

Securonix

Oliver Rochford

Senior Director, Security Evangelist

Securonix

Isabelle Coste

Senior Director, Demand Generation

Securonix

Sara Kingsley

Director of Product Marketing

Securonix

Raunika Nayyar

Manager, Marketing & Communications

Securonix
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Program sponsors and advisory board members
Name

Title

Organization

Richard Murphy

Editor in Chief, Director, C-Suite Communications

ServiceNow

Kathy O’Connell

Senior Director, Corporate Marketing and Communications

Skybox Security

Christy McCreath

Global Account Based Marketing Director

Skybox Security

Ashley Nakano

Corporate Communications Director

Skybox Security

Kirsten Melville

Senior Director, Global Account Based Marketing

Skybox Security

Alex Schlager

Chief Executive Officer

ZenKey

Yinka Daramola

Vice President, Marketing

ZenKey

ThoughtLab

Cybersecurity Solutions for a Riskier Digital World 12

Program advisors
ThoughtLab is setting up an advisory board of cybersecurity heads across industries to provide input into the research agenda and provide calls to action. The advisory
group will include cybersecurity experts across industries and locations. Sponsors have the right to recommend CISOs to join the advisory board.

Name

Title

Organization

Larry Clinton

President

Internet Security Alliance

Jeff Brown

Former VP and CISO

Raytheon

Gary McAlum

Former CSO & VP, Enterprise Security

USAA

Ron Mehring

CISO

Texas Health Resources

Peter Keenan

CISO

Lazard

Andrew Jenkinson

Group CEO

Cybersec Innovation Partners

Juan Morales

CISO, Global Information Security

Realogy Holdings

Dr. Ivo Pezzuto

Core Professor of Digital Transformation, Disruptive Innovation

International School of Management

Richard Rushing

CISO

Motorola Mobility

Dave Estlick

CISO

Chipotle Mexican Grill

Ilan Abadi

Global CISO

Teva Pharmaceuticals

Deborah Wheeler

SVP, Chief Information Security Officer

Delta Airlines

Joseph Steinberg

Senior Policy Analyst

Global Foundation for Cyber Studies

Steve Durbin

CEO

Information Security Forum

Jamie Singer

Executive Vice President

Resolute Strategic Services

Alim Somani

Managing Director

Hatch Digital

Mandy Andress

CISO

Elastic

ThoughtLab
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Project team
Our cybersecurity program is headed by Lou Celi, CEO of ThoughtLab, and Dr. Daniel Miles, the lead economist for the research initiative. Anna Szterenfeld and
Laura Garcell manage the day-to-day program and handle administration and advisory board meetings. Janet Lewis is responsible for editorial activities, and
Gina Egan provides marketing direction.
Lou Celi
Program Director

Daniel Miles
Chief Economist

Leads project team, research
program, data analysis, and
editorial output.

Oversees economic analysis,
maturity framework,
and ROI analysis

Manages project schedule and editorial
deliverables. Provides sponsors with
progress reports.

Laura Garcell
Program Coordinator

Janet Lewis
Senior Editor

Gina Egan
Marketing Director

Handles project administration
and day-to-day coordination
with sponsors.

Conducts interviews, analyzes
data trends, and writes e-Book
and other content materials.

Leads marketing, communication and
social media campaign and serves as
marketing liaison.

Barry Rutizer
Client Service Director

Michael Geach
Client Service Co-Director
Helps to set up sponsorship
group and manages select
client relationships.

Sets up sponsorship group
and manages overall client
relationships.

ThoughtLab

Anna Szterenfeld
Program Manager
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Timeline and deliverables
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Summary program plan
Sep-Oct
LAUNCH
PROGRAM

Jan-Feb

FINALIZE
RESEARCH

PREPARE
DRAFTS

Oct-Nov
START RESEARCH

Finalize survey tools.
Hold first advisory board
and marketing
meetings. Issue first
press release. Start
fielding survey and
conducting interviews.

Mar-Apr
ROLLOUT

Release final
deliverables and
press release. Hold
virtual summit and
launch outreach
campaign.

Prepare and send
draft eBook and
executive summary
for feedback. Agree
on marcomm plan.

Conclude survey
fieldwork and
interviews. Create
Tableau database.
Continue with social
media.

Hold kick-off calls
with sponsors. Agree
research framework
and prepare draft
survey tool.

ThoughtLab

Nov-Dec

Dec-Jan
REVIEW

Analyze data. Prepare
key findings PPT.
Finalize case studies.
Hold 2nd advisory
board meeting.
Continue with social
media.

Feb-Mar
FINALIZE
DELIVERABLES
Finalize eBook, exec
summary, and other
content deliverables.
Sign-off at final
advisory board
meeting

Cybersecurity Solutions for a Riskier Digital World
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Preliminary project schedule and key dates
Actions

Date

Conduct initial one-on-one meetings with sponsors and advisors

September 1-30

Set up research methodology and project portal, and develop draft survey questionnaire

September 20-30

Circulate draft questionnaire to advisory board for review

October 1-8

Revise questionnaire, prepare first press release, and circulate to board

October 11-18

Hold first advisory board and marketing meeting and sign off on plan and survey

October 21

Issue first press release

October 30

Set up interviews for case studies

October 15-30

Send Q&A to sponsors and advisors

October 15-30

Start fielding survey

November 1

Conduct interviews for case studies

November 1-30

Complete fielding of survey

December 14

Prepare Tableau database of survey results

December 14-17

Analyze data and prepare preliminary key findings presentation

December 17-Jan 7

Oct

21

Advisory board
and marketing
meeting 1

Nov

Start fielding
survey to 1,000
CISOs

Dec

Provide Tableau
database to
sponsors

1

17
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Preliminary project schedule and key dates (continued)
Actions

Date

Send Tableau, key findings, and cases studies to sponsors for review

January 11

Hold second advisory board meeting

January 19

Hold second marketing committee meeting

January 26

Prepare draft eBook and executive summary

Jan 26-Feb 10

Circulate final eBook and other deliverables to sponsors

February 10

Revise deliverables in line with feedback, prepare final press release

February 17-23

Hold final advisory board meeting to sign off on deliverables

February 23

Hold final marketing committee meeting to sign off on deliverables

March 9

Release deliverables and final press release, launch marketing campaign

March 16

Jan

19
Jan

26
Feb

Advisory Board
meeting 2

Marketing committee
meeting 2

23

Final Advisory Board
meeting

March

Final marketing
committee meeting

9

March

16

Release deliverables
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Program deliverables
üThought-provoking executive summary and eBook

Presents actionable insights to help guide companies’ cybersecurity efforts in a post-pandemic, digital-first
world. It will include at-a-glance charts, executive quotes, best practice case studies, benchmarking tables,
and calls to action. We will highlight sponsor names and their key insights in the materials.

üInteractive database of cybersecurity plans, practices, and metrics of 1,000 organizations

Benchmarks how public- and private-sector organizations are adapting their cybersecurity investment plans,
practices, and organizational approaches to mitigate risks. This interactive tool enables users to compare
current and future trends, impacts, and practices by any survey segment, such as industry, size, country
location, and level of digital transformation.

üAdvisory board to guide the research and provide high-level interaction and networking

Consists of senior executives from sponsoring organizations, along with CISOs and cybersecurity experts from
across the public and private sectors and academic community. We will hold several meetings during the
program to set the research scope, review the results, and plan the outreach.

“This report is unique in the industry
and is an invaluable tool to help
benchmark a cyber program or to
explain the current state of the industry
to experts and lay people alike. I use it
in my daily work as a CISO.”

üHigh-impact marketing program organized in collaboration with sponsors

Peter Keenan, Chief Information
Security Officer, Lazard

üOngoing webinars to discuss critical cybersecurity issues and key study findings

ThoughtLab

To facilitate sponsor interaction, we will create a marketing committee that will convene on a regular basis to
map out and drive a multi-pronged outreach program including both social and traditional media. We will
bring in media partners to help drive professional exposure.
We will hold webinars throughout the program and a cybersecurity strategic summit at its conclusion. The
summit will include over 100 CISOs and cybersecurity professionals and will be open to all sponsors, with
top-of-the-pyramid exposure for those firms that elect to sponsor the event.
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How sponsors will benefit
Cybersecurity Solutions for a Riskier Digital World will provide sponsors with a cost-efficient way to build a successful
thought leadership and client engagement program that leverages valuable thought leadership and unique
cybersecurity benchmarking data and analysis. Sponsors receive the following benefits:
üInfluence over the research direction, including input into the scope, methodology, and survey questions to ensure
that the research aligns with your information needs, marketing messaging, and business development strategy.
üParticipation in advisory board meetings, which will enable you to interact and network with CISOs, including
clients and business prospects, as well as current and potential ecosystem partners.
üWide professional exposure on all program output. Sponsors’ names and logos will be highlighted on all content
and marketing material. Your firm will be identified as a leader in cybersecurity.

“ThoughtLab’s research studies
make substantial contributions
to the cybersecurity field.”
Larry Clinton, CEO, Internet
Security Alliance

üAccess to all research output, including a Power BI database that will enable you to provide in-depth benchmarking
to your clients and give you unique insights into market opportunities and future trends.
üUse of top-quality thought leadership for lead generation. You will have the ability to circulate compelling thought
leadership materials directly to your clients and prospects, including gated access on your website to generate leads.
üAbility to use the analysis to create your own thought leadership. You will be able to use our research to create
your own branded eBooks, articles, infographics, presentations, webinars, videos, and other thought leadership assets.
üOpportunities for co-marketing and joint business development with other sponsors and partners. Sponsors often
work with each other on events, webinars, and even product development and distribution.
üPersonal access to the ThoughtLab team to help you build your own thought leadership programs and marketing.
üExclusivity to lead sponsors, which will give you the right to exclude key competitors from the program.

ThoughtLab
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How we work together
üProgram manager will be in regular contact with sponsors for kick-off meetings, timelines, and project updates.
üWe will hold regular meetings of the advisory board to guide the research and facilitate interaction and networking.
üSponsors and advisors provide input into the research tools and deliverables, including the surveys and eBook.
üWe work together with sponsors and media partners to roll out a high-impact marketing and communication program.
üA sponsor project portal will house project information and draft deliverables for sponsors’ and advisors’ use only.
üA program website will be created to share information about the program and downloadable deliverables.

ThoughtLab
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What we need from sponsors
As we launch the research portion of our program, we ask all sponsors for their cooperation with the following:

üFill out key contact form. Include the names, titles, and contact details for the key project contact in your
organizations, the 1-2 representatives assigned to the advisory board, and the 1-2 representatives for the marketing
committee.
üProvide names of others to add to the circulation list. Aside from the advisor and marketing reps, this includes any
others who should receive communications and updates about the program.
üLogos, company descriptions, and photos if desired of advisory board members. This information can be provided
together with the contact form and will be used on all content and marketing materials.
The role of the advisory board
Provide guidance on the
research scope and
methodology.
Offer insights into the study
findings and analysis.
Collaborate on the marketing
and outreach plans.
Network with one another
through regular meetings and
bilateral contact

ThoughtLab

üParticipate in meetings to design the survey questionnaire. We will set up calls to get your input on the survey.
üCirculate and provide feedback on draft survey questionnaire. We will ask that you review the questionnaire before
it is finalized.
ü Suggest names of CISOs and media partners, which we can invite to the advisory committee or interview.
üParticipate in all advisory board and marketing committee meetings. These meetings are crucial for your
organization to provide input into the content deliverables and marketing plan.
üSubmit responses to our question-and-answer blog articles and participate in webinars. We will produce articles
and organize webinars that we will highlight on our website and through social media.
üProvide support throughout the program for our social media and marketing campaigns. Our marketing efforts will
be collaborative, and we will appreciate all sponsors’ active support.

Cybersecurity Solutions for a Riskier Digital World 22

How we will drive marketing results
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Our three-pronged marketing approach
Cybersecurity Solutions for a Riskier Digital World will include a high-impact outreach program that will generate wide brand
exposure and sales leads for sponsors. By working together across a coalition of sponsors, research advisors, and media partners, we
will drive results through three intersecting promotional activities.

1
ThoughtLabdriven
outreach

ThoughtLab

2
Tapping
sponsor and
advisor
ecosystem

3
Promotion
from media
partners

Cybersecurity Solutions for a Riskier Digital World
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ThoughtLab-driven outreach
Working on behalf of the sponsors—and in conjunction with their PR firms—ThoughtLab will lead a centrally coordinated outreach
program.
With past studies, this has generated several thousands of downloads for the eBook and related thought leadership materials, in
addition to broad press coverage in top-tier media outlets, such as Bloomberg, The Wall Street Journal, Forbes, Barron’s, Politico, and
The Financial Times; and trade and regional journals such as CISO Magazine, Dark Reading, Risk & Insurance, Security Magazine,
Intelligent CISO, Intelligent CIO, Security Boulevard, Security Week, The Cyber Wire, and more.

ThoughtLab marketing initiatives
• Distribute press releases, project updates, and research findings
• Target top-tier and trade and regional media outlets
• Organize advisory meetings to set and coordinate our outreach plans
• Highlight research insights through social media, blogs, and eblasts
• Produce a steady stream of promotional videos, articles, and interviews
• Promote eBook and other content through ThoughtLab’s website
• Collaborate on virtual events that showcase sponsors and our research

ThoughtLab
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Tapping sponsor and advisor ecosystem
A multi-client thought leadership program generates a multiplier effect from the joint marketing efforts of the sponsors.
Since each sponsor’s name and logo are highlighted on the eBook and other materials, sponsors benefit from each other’s outreach
campaigns. With past studies, this has helped generate hundreds of thousands of website pageviews, and extensive coverage through
social media, virtual events, presentations, client engagement, and other market activities.

Sponsor and advisor outreach initiatives
• Drive wide and targeted media coverage by drawing on
their PR resources
• Promote research findings through social media, articles,
blogs, and eblasts
• Organize in-person and virtual events
• Distribute eBook and other thought leadership content to
clients and personal contacts
• Collaborate with other sponsors on co-marketing
initiatives
• Create their own tailored press releases, eBooks,
presentations, and webinars
ThoughtLab
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Promotion from media partners
ThoughtLab has worked with a range of media companies and research organizations on past cybersecurity studies, which
promote them to their professional contacts around the world. Here are just some:

What our media partners will do
• Promote our research plans and insights to thousands of financial professionals through their digital publishing
and outreach channels
• Support the production and promotion of multiple virtual events throughout the course of the
cybersecurity thought leadership program
• Work closely with ThoughtLab and sponsors to help us shape successful marketing and communication
campaigns for today’s digital audience

ThoughtLab
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ThoughtLab
ThoughtLab is an innovative thought leadership and economic research
firm providing fresh ideas and evidence-based analysis to help financial,
business, and government leaders cope with transformative change. We
specialize in analyzing the impact of technological, economic, and
demographic shifts on industries, cities, and financial markets.

For further information about this study and other thought
leadership programs, please contact:

To learn more, visit: www.thoughtlabgroup.com

Barry Rutizer, Corporate Director
917-251-4190 | barryrutizer@thoughtlabgroup.com

Lou Celi, Chief Executive Officer
917-459-4616 | louceli@thoughtlabgroup.com

Michael Geach, Director of Business Development
646-334-7022 | michaelgeach@thoughtlabgroup.com

